
176

Risk Management Report

CREATE. TRANSFORM. DELIGHT. WITH DIGITAL.

Risk Management Report
Risk Management is a strategic business discipline that supports the achievement of an organization’s objectives by addressing the full spectrum 
of its risks and managing the combined impact of those risks as an interrelated risk portfolio. Mindtree uses Enterprise Risk Management (ERM) 
as a key tool to analyze potential risks to the scalability and sustainability of the organization in order to achieve its business objectives of 
generating value for customers, investors, employees and other stakeholders. ERM encompasses areas of organizational exposure to risk in 
categories of strategic, operational (including sustainability related risks), financial and compliance risks in order to provide a structured process 
for management of risks.

This has been achieved by deploying an effective risk management framework to proactively identify, assess, treat, monitor and report risks as 
well as to create a risk-aware culture within Mindtree. The Mindtree ERM framework has been designed by incorporating elements of leading risk 
management standards such as:

• COSO Enterprise Risk Management - Integrating with Strategy and Performance

• ISO 31000:2018

• IRM Risk Management Standard 

The Chief Risk Officer is the custodian of the framework and appropriate governance is provided by the Risk Management Committee of the Board.

Mindtree Risk and Assurance Framework

Mindtree follows a multi-layer integrated risk and assurance framework. 

1. Operational Controls Layer:

Operational controls deployed by management constitute the first level of protection for Mindtree. These controls are integrated into 
systems and processes and are driven by internal policies and procedures.

2. Finance, Insurance, Security, Legal and Delivery Excellence Layer

Risk management measures implemented by the Mindtree Finance, Delivery Excellence, Legal and Information Security teams at an 
organizational level constitute the next layer of protection. Such measures include risk transfer through insurance/ hedging, quality checks, 
contractual safeguards and security controls to protect confidentiality, availability and integrity of Mindtree and client data/ information.
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3. Oversight Layer

Oversight for different risks is provided through different risk and assurance programs. 

• The Chief Risk Officer and the ERM team manage the Mindtree Risk Management Framework to ensure risks are identified, assessed, 
treated, monitored and reported in the context of our business objectives. 

• Internal and external information security audits provide assurance for cyber risks. Quality audits provide assurance over our delivery 
processes.

• The Compliance team ensures systems to manage compliance with applicable laws and regulations are adequate and operating 
effectively. Mindtree has constituted an Ethics and Compliance Committee and an Internal Complaints Committee (POSH Committee) to 
deal with issues such as whistle blowing, code of conduct violations and harassment cases.

• Internal audits are conducted to evaluate and improve the effectiveness of risk management, control and governance processes.

4. Governance

Governance for the risk management program is provided by the Board of Directors through the Risk Management Committee (RMC) of the 
Board. The Mindtree RMC is made up of three Executive Directors, including the Executive Chairman, CEO, Executive Vice Chairman and an 
Independent Director. The RMC is headed by the Executive Chairman and also includes CFO and CRO as permanent invitees to meetings. 
Every potential risk has designated risk owners who are responsible for risk treatment as per Mindtree’s risk management policy. The RMC 
meets every quarter to discuss risks and their treatment plans along with risks that have emerged during the course of the year. Updates on 
risk management systems are also provided to the Audit Committee of the Board for review.

New initiatives in 2018-19 included:
• The risk awareness program continued to gather pace throughout the year. The program uses different mechanisms to target different 

audiences ranging from senior leaders to Mindtree Minds who have joined us fresh from campus and has received a very enthusiastic 
response.

• An enhanced Supplier Risk Management framework has been created to strengthen holistic risk-based oversight over our supply chain.

• Business Continuity framework has been further improved by strengthening crisis response procedures and after action reviews.

• The risk management framework has been extended to acquired companies.

• Additional information security controls have been deployed to mitigate cyber threats.

• Credit risk management has been firmed up to reduce the receivables collection risk.

• Contingency planning for high risk events has been conducted.

A detailed description of significant risks and their treatment plans is given in the Risk Management section (refer pages 64-67) and Management 

Discussion and Analysis section (refer page 96).




